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1 Introduction 2

1 Introduction

This document intends to guide you through the whole process of enabling
remote access via a VPN-SSL connection. Focusing on the end user (VPN clients).

2 VPN Clients

A VPNEI’S function is to allow remote access from the exterior (Internet for
instance) to net resources of a certain LAN.

At the user’s workstation it is necessary to install a specific client software that
will allow remote access to the network’s resources.

2.1 OpenVPN
OpenVPN is one of the most popular VPN client applications.

The installation of this pack should be executed without changing the default
definitions. This software will be installed in C:\Program Files\OpenVPN.

The certificate generated by the IPBrick Administrator must be unpacked into
directory C:\Program Files\OpenVPN\config.

To start a VPN connection, do a right click over the OpenVPN tray icon and
select Connect.

Insert the password used to create the certificate in IPBrick and the VPN shall
be established.

NOTE: All procedures (Installation and certificate import must be done with
Administrator privileges)

2.1.1 OpenVPN Step-by-Step

Athttp://openvpn.net/index.php/open-source/downloads.html download
the latest version of the Windows Installer file;

NOTE: The screenshots on this document refer to the 2.1.4 version, but you
can download later versions of OpenVPN.

1Virtual Private Networks
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Search
Home Access Server Product Hosted Service E

Community Project Downloads

Ovendew OpenVPN 2.1.4 -- released on 2010.11.09 (Change Log)

Changes to 2.1.3:
Docimentation w Fixed problem with special case route targets (remote_haost'), which could cause filling of the routing table with random
«garbage. Thanks to Teoda MICU and Gert Doering for finding and fixing this issue

HOWTO

Security Overview See the man page for more information on all available features.

Examples Source Tarbal openvpn-2.1.4.tar.qz GouPG Signature

Graphical User Interface

Manuals Source Zip openvpn-2.1.4.2ip GouPG Signature

Change Log

Installation Notes Windaws lnstaller OpEnvpn-2.1 Llnxlal!fxe CouPC Sianature

Release Notes

. This release is also available as Debian Lenny and Ubunty 10 04 k for 1386 and amd64 platforms
Miscellaneous v -
Non-English If you find a bug in this release, please file a bug report to our Trac bug tracker. In uncertain cases please contact our developers
) first, either using the openvpn-devel mailinglist or the developer IRC channel (Fopenvpn-devel at irc freenode.net)

File Signatures

Jutichos OpenVPN 2.2-RC - released on 2011.02.28 (Chanae Loq) -
N nl »

| hitp://swupdate.openvp ity el penvpn-214-installexs @ Intemet | Protected Mode: On G B0% -

Figure 1: Select the Windows Installer option.

Click Run to run the installer.

Search...

m

ess Server Product Hosted Service

munity Pr

Downloads
OpenVPN 2.1.4 --released

0% of openvpn-21 4-install.exe from swupdate.openvpn... [ = || = |[ 2 |

File Download - Security Warning

Changes to 2.1.3: i
Do you want to run or save this file?

m Fixed problem with special casy e with random
garbage. Thanks to Teodo MICY @ Name: openvpn-2.1.4-install.exe
Type: Application, 1.62MB
From: swupdate.openvpn.net

Source Tarbal oper| [ Run [ Save ] [ Cancel ]

Source Zip oper

See the man page for more informg

While files from the Intemet can be useful, this file type can
potertially ham your computer. f you do not trust the source, donot |
run or save this software. What s the risk?

Windows Installer openy|

This release is also available as Debian Lenny and Ubuntu 10.04 packages for i386 and amd64 platforms.

If you find a bug in this release, please file a bug report to our Trac bug tracker. In uncertain cases please contact our developers
first, either using the openven-devel mailinglist or the developer IRC channel (#openvpn-devel at irc freenode_net).

Figure 2:

You may encounter a Security Warning screen: ”"Do you want to run this
software?”. If you see the Security Warning screen, click Run to run the software.
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Search...

ess Sernver Product Hosted Senvice Community Project

Internet Explorer - Security Warning (=3

Downloads Do you want to run this software?

OpenVPN 2.1.4 --relg @ Name: openvpn-2.1.4-install.exe
Publisher: OpenVPN Technologies, Inc.

Changes to 2.1.3:

n Fixed problem with speq (] ore options [ R“”V\l\)_] [ Don't Run J e with random
garbage. Thanks to Teo

See the man page for more| | él While files from the Internet can be useful, this file type can potentially harm
""\_/" your computer. Only run software from publishers you trust, What's the risk?

Source Tarball oper

Source Zip oper Open Open Folder

Windows Installer openvpn-2.1.4-install.exe GnuPG Signature

This release is also available as Debian Lenny and Ubuntu 10.04 packages for i386 and amd64 platforms.

If you find a bug in this release, please file a bug report to our Trac bug tracker. In uncertain cases please contact our developers
first, either using the openvpn-devel mailinglist or the developer IRC channel (#openvpn-devel at irc freenode net).

Figure 3: Security Warning

You may also encounter a User Account Control prompt: ”A program needs
your permission to continue.” Click Continue.

User Account Control
O A program need

If you started this program, continue.

o opeE751.tmp
OpenVPN Technologies, Inc.

iif:ﬁ' Details Continue L\l[ Cancel ]

User Account Control helps stop unauthorized changes to your computer.

Figure 4:

The Setup Wizard prompt will appear. Click Next to continue.
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) OpenVPN 214 Setup = =R =

Welcome to the OpenVPN 2.1.4
Setup Wizard

This wizard will guide you through the installation of
OpenVPN, an Open Source VPN package by James Yonan.

Mote that the Windows version of OpenVPN will only run on
Win 2000, ¥P, or higher.

[ Next)hj [ Cancel

Figure 5: Setup Wizard

The OpenVPN license agreement and terms appear. Click I Agree to continue.

() OpenVPN 214 Setup =] & ==

License Agreement
n PE N FPlease review the license terms before installing OpenVPN 2,14,

Press Page Down to see the rest of the agreement.

YpenVPN (TM) -- An Open Source VPN daemon
Copyright {C) 2002-2010 OpenVPM Technologies, Inc. <sales@openvpn.net=

This distribution contains multiple components, some

of which fall under different licenses. By using OpenVPN
or any of the bundled components enumerated below, you
agree to be bound by the conditions of the license for
each respective component.

(OpenVPN trademark

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install OpenWPN 2.1.4 .

Mullsoft Install System w2, 44

< Back ” 1 Agree k[ Cancel

Figure 6: Click Run to run the installer.

The component selection dialog is visualized. Leave all components checked
with their default settings and click Next.
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() OpenVPN 214 Setup =] & =

Choose Components
o PE N Choose which features of OpenVPN 2.1.4 you want to install.

Select the components to installjupgrade. Stop any OpenVPN processes or the OpenVPN
service if it is running. All DLLs are installed locally.

Select components to install: OpenVPM User-Space Components

OpenVPN GUL
OpenVPN RSA Certificate Management Scripts
QOpenVPM Service
OpenVPN File Assodations
OpenSSL DLLs

Bl rew o

Description

Space required: 4.0MB Install the OpenVPN service wrapper (openvpnserv.exe)

Mullsoft Install System vz, 44

[ < Back ][ Next>c‘g[ Cancel ]

Figure 7: Component Selection

Select your destination folder and click Install. Note that the Destination
Folder location during install (usually C:\Program Files\OpenVPN)

(7) OpenVPN 214 Setup

[=7] Windows Security

Would you like to install this device software?

~ . MName: TAP-Win32 Provider V9 Metwork adapters
-&'. Publisher: OpenVPN Technologies, Inc.

Always trust software from "OpenVPN [ II"IStE[}J [ Don't Install ]

Technologies, Inc.".

@ You should only install driver software from publishers you trust. How can I decide which
device software is safe to install?

‘ TAP INSTALL (tap0301)

I_l‘

Mullsoft Install System w2, 44

Next = Cancel

Figure 8: Destination Selection

When the installation is complete, click Next.
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) OpenVPN 214 Setup == ] &= |

Installation Complete
0 PE N Setup was completed successfully,

Completed
..

Create folder: C:\Documents and Settingsius erliStart MenuiProgramsiOpenwPRILE, ., -
Create folder: C:\Documents and Settingshus erliStart MenuiProgramsiOpenyPrISh, .
Create shortout: ChDocuments and Settings! userl\Start Menu\Pragrams) OpenyPRY. ..
Create shortout: C\Documents and Settingst uzerliDeskioplOpenyPh GUI.Ink

Create shortout: ChiDocuments and Settingst userliStart Menu\Programs|OpenyPIY. ..
Create shortcut: CiDocuments and Settings) userliStart Menui\Programs) OpenvPML, ..
Create shorbcut: CiDocuments and Settings) userliStart MenuiPrograms) OpenvPML. ..
Create shortcut: ChDocuments and Settings! userl)Start Menu\Pragrams) OpenyPHY,. ..
Create shortout: C\Documents and Settingst uzerliStart Menu\ProgramstOpenyPRY. ..
Create shortout: ChiDocuments and Settingst userliStart Menu\Programs|OpenyPIY. ..
Created uninstaller: C:\Program FilesiOpenyPRNURinstall,exe

Completed

Mullsoft Install System vz, 44

< Back Cancel

Figure 9: Installation

The wizard will notify you of the completion of the installation and prompt
you to click Finish.

() OpenVPN 214 Setup == ] &= |

Completing the OpenVPN 2.1.4
Setup Wizard

OpenVPN 2. 1.4 has been installed on your computer,

Click Finish to dose this wizard.

Show Readme

< Back Cancel

Figure 10: Wizard Final Notification

Extract the Certificate zip file to the config folder of OpenVPN
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Usually C:\Program Files\OpenVPN\config;

%ngJ « ContentIES » Z7JAB0SU » openvpn-windows-conf[l] - | g | E
Favorite Links Name Type
E| Documents @ ca-server-ipbrick crt Security Certllflcate
] () usercrt OpenVPM File
B Pictures (7) userkey OpenVPN File
B Music (") user.ovpn OpenVPM File
[% Recently Changed
E Searches
|, Public

Figure 11: Extract Files

”Select a Destination” prompt will appear. Click Browse.

OU [11) « ContentlES » Z7JABO3U » openvpn-windows-confll] - | 43 | [ search 2|
y e 2
Fav = Password .. Si
-
E oo (&) |1, Extract Compressed (Zipped) Folders B Mo
gl o B No
I
P . B No
B My Select a Destination and Extract Files L | No
- Files will be extracted to this folder: PN
E Sed

o ChUsers\user Bmme..:
' 'yl

[#] Show extracted files when complete

Folder Extract Cancel +

|

Figure 12: ”Select a Destination” prompt

Locate the Destination Folder (usually C:\Program Files\OpenVPN\config
and find the config folder within it. Click OK.
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OO | {; % ContentIES » Z7JABO3U » openvpn-windows-conf{1] v|‘~, | | Search
Favorit]® =] Password ..
[ oo '\._/" | {. Extract Compressed (Zipped) Folders B No
E Pic FSeeet s detraby e ; ::
B My Select a Destin i !  No
& Re - Select the place where you want to extract the selected item(s). b No
< Files will be extract{  Then dick the OK button.
B s Ci\Users\userl\Dg browse...
4 Pul b e Java -
1. Microsoft
[ Show extracted 1. Mimo Usenet Browser
L. Movie Maker
b MSBuild
L. MSN Teolbar L
. MSN Toolbar Installer 1
4 |, OpenVPN L4
1o bin
1. config
L. driver
i easy-1sa
L log -
Folder To view subfolders, cick the symbol next to a foider. ] [ cancel N
g ke e Folder | [ o bj (oo

Figure 13: config Folder

Click Extract to begin extraction.

OO [ « ContentIE5 » Z1IA603U » openvpn-windows-conf[l] ~[ 43| [ search

@ |1, Extract Compressed (Zipped) Folders

B
B
E Pic]
P . B Neo
B my Select a Destination and Extract Files L No
% Re B No

Files will be extracted to this folden

IE Sed
C:\Program Files\OpenVPN\.config

[¥] Show extracted files when complete

Feldery Enral' Cancel b

|

Figure 14: Extraction

You may need to provide administrator privileges to save the files. Click Con-
tinue.
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Ou [ i) « ContentlES » Z7JARCAU » openvpn-windows=conf[1] - | "7' | Search
Favorit] (21| Ppassword ..
F oo u |1, Extract Compressed (Zipped) Folders B No
B No
E Pic| B No
B My Se i : B No
& Red Destination Folder Access Denied b N
File] °
IB Seq ' ¢ You'll need to provide administrator permission to copy to this folder
(3 "
g L AR -
Date created: 3/7/2011 2:36 PM
14
.
| @Comﬂnue &l Skip ] [ Cancel
[¥] Do this for all current items (4 found)
Folders [ MNea | [.cConcel ’

.

Figure 15: Administrator Privileges

Find the OpenVPN GUI icon on your desktop.

Figure 16: OpenVPN Shortcut

Right-click it to bring up a context menu. Select Properties
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2.1 OpenVPN 11

Open

Open file location

Run as administrator
MOD32 antivirus system

Pin to Start Menu
Add to Quick Launch

Restore previous versions
Send To

Cut
Copy

Create Shortcut
Delete

Rename

Properties

Figure 17: Context Menu

Click Advanced, then Select Run as Administrator.

ﬂ OpenVPMN GUI Properties

Choose the advanced properties you want for this shortout,

Run as administrator

This option allows you to run this shortcut as an
administrator, while protecting your computer from
unauthorized activity.

|:| Run in separate memory space

Figure 18:

Click OK.
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2.1 OpenVPN 12

ﬂ OpenVPN GUI Properties

| Advanced Properties

Choose the advanced properties you want for this shortcut.

Run as administrator
This option allows you to run this shortcut as an

administrator, while protecting your computer from
unauthorized activity.

|:| Run in separate memory space

oy ) ot ]

| Open Fie Location | | Change leon... | | Advanced.. |

Figure 19:

Click OK to close the OpenVPN GUI properties.

gram Fles\OpenVPN'bin‘openvpn-gui-1.0.3.exe™

“C:\Program Files'\OpenVPN™
Nane

[Nomal window -

[ Open Fis Location | [ Change loon... | [ Advanced.. |

Figure 20:

In the Windows taskbar tray, right click on the OpenVPN GUI icon.
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2.1 OpenVPN 13

vpn.demain.com

Proxy Settings

About
Exit

aEol| dv

Figure 21:

Find the site to connect to from the menu, and choose Connect from the site’s
submenu.

vpn.domain.com

Conn ct l}

Disconnect

Show Status

View Log Proxy Settings

Edit Config About

Exit

Change Password

Figure 22:

Enter your Login and Password when prompted and click OK.
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2.1 OpenVPN 14

53 OpenVPN Connection (hkl.vpn.giganews.com) (== ]E=]

Current State: Connecting

Mon Mar 07 15:19:32 2011 Opert/PH 2.7.4 IB286-po-mingw32 [S5L] [LZ02] [PECST1] built on Mow 82010

OpenVPN - User Authentication

Uszemame:

Password:

Cancel |

Disconnect Reconnect

Figure 23:

The OpenVPN GUI icon in the tray will turn green once the secure connection
is established.

Changes to green
when connected

Figure 24:

NOTE: If it’s not working properly, you'll need to edit the *.ovpn file at:
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2.2 Securepoint SSL VPN 15

C:\Program Files\OpenVPN\config

and add the following lines at the end:

route—-method exe
route-delay 2

2.2 Securepoint SSL VPN

OpenVPN needs to run in an administrator mode, which is something that, as
an end user, you may not be able to do.

If you are experiencing problems you may want to try another client app.

With the obvious exception of its installation procedure, Securepoint is a VPN
client application that doesn’t require administrator’s privileges

2.2.1 Securepoint SSL VPN step-by-step

Download the Securepoint executable at:

http://sourceforge.net/projects/securepoint/files/SecurepointSSLVPN_
RC4.exe/download
The installation procedure of Securepoint is very similar to OpenVPN.

After download, double click on the SecurepointSSLVPN_RC4.exe

You will be prompted to choose the installation language. Select the desired
one and click on OK.

SecUrepaint. ..

Installer L anguage

Please select a language,

[rosn 4

L (84 J [ Cancel ]

Figure 25: Installation Language Prompt
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2.2 Securepoint SSL VPN 16

The Setup Wizard prompt will appear. Click Next to continue.

%' Securepoint 551 VPN Setup

Welcome to the Securepoint SSL
VPN Setup Wizard

This wizard will guide you through the installation of
Securepaoink S5L YPN.

1t is recommended that vou close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboat your
computer,

Click Mext ko continue,

hittpe A, securepioint, de

Mext = ] [ Cancel

Figure 26: Setup Wizard Prompt

The Securepoint license agreement and terms appear. Click I Agree to continue.

%' Securepoint S5 ¥PN Setup

License Agreement
Please review the license terms before installing Securepoint S5L WPM,

Press Page Down ko see the rest of the agreement,

Securepoint YPM Client License

Securepoint (TM) YPN -- An Open Source YPN Client

Copyright (C) 1998-2009 Securepoint GrmbH

This distribution contains mulkiple components, some

of which Fall under different licenses, By using Securepaint

WPM Client or any of the bundled components enumerated below, you

agree ta be bound by the conditions of the license For
each respective component,

If wou accept the terms of the agreement, click I Agree to continue. You must accept the
agreement ko install Securepoint S5L VPN,

Securepoint S5L YRR

< Back. H 1 Agree ] [ Cancel

Figure 27: Securepoint license agreement

The Installation Context is visualized.
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%' Securepoint S5L VPN Setup

Installations context
Please select the context of the installation

This setting set the installation mode For the S5L ¥PM client.,
- Allusers:

The Securepoint S5L ¥PM Client is available For all users
- Current user:

The Securepoint S5L ¥PN Client is only available for the current user,
Mo other user have access ko the client.

In which conkext you want to install the Securepaint S50 P Client:

() Current user

(&) &l users

Securepoint 551 WP

[ < Back ]L MNewt > J [ Cancel

Figure 28: Installation Context

Leave the setting at Management and click Next.

% Securepoint 55L VPN Setup

Starting context
Please select the context of starting the dient

This setting set the starting mode For the S50 VPN client.
- Management:
The Securepoint 550 YPH Client can create, edit and delete configurations.

- Mormal;
Mo data can be change.

In which context you want bo start the Securepoint 551 WPR Client:

) Mormal

(#) Management

Securepoint 551 VPN

[ < Back I[ Mext > J [ Cancel

Figure 29: Starting Context

Select your destination folder and click Next.

iPortalMais - 2012
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2.2 Securepoint SSL VPN 18

%' Securepoint S5L VPN Setup

Choose Install Location
Choose the Folder in which to install Securepaink 5L YPM,

Setup will install Securepaint SSLYPN in the Fallowing Folder. Ta install in a different Folder,
click Erowse and select another Folder, Click Next to continue.

Diestination Folder

Browse,..

Space required: 24.6MB
Space available: 21.3GE

Securepoint S5L YR

[ < Back “ Mext = ] [ Cancel

Figure 30: Install Location

Leave all components checked with their default settings and click Next.

% Securepoint S5 VPN Setup

Choose Components
Choose which features of Securepoint S50 WP you want to install,

Check the components you want ko install and uncheck the components you don't want ko
install. Click Install ko start the installation.

Descripkion

Select components ko install: Sp SSL YPN Client
- Pasition your mouse
Sp 55L ¥PN Service over a compaonent ko

TAP-Device see its description,
Remave old TAP-Devices
[ remove all TaP-Devices

Space required: 24.6MB

Securepoint 551 VPN

[ < Back IL Install ] [ Caniel

Figure 31: Choose Components

The installation begins.

iPortalMais - 2012 VPN-SSL - Version 1



2.2 Securepoint SSL VPN 19

%' Securepoint S5 VPN Setup

Installing
Flease wait while Securepaint S5L VPN is being installed,

Stopping Securepoink YPM Service:

Oukput Folder: C:YProgram FilesiSecurepoint S5L ¥PMplugins

CQutput Folder: C:\Program FilesiSecurepaoint SSL WP

Create folder: Ci\Documents and Settingstall Usersiapplication DatalSecurepoint 55...

Create folder: Ci\Documents and Settingstall Usersiapplication DatalSecurepoint 55...

Copy Failed

Create folder: Ci\Documents and Settingstall UsersiStart MenuiProgramstSecurepoi,

Create shortcut: CiDocuments and Settingsiall UsersiStart Menu\Programs!Securep. ..
Create shortcut: CiDocuments and Settingsiall UsersiDesktoptSecurepoint S5SL YPM....
Create shorbcut: C\Documents and Settingsiall UserstStart Menu\Programs)Securep. .
Create shortcut: CiDocuments and Settingsiall UsersiStart Menu\Programs!Securep. ..
Created uninstaller: C:\Program FilestSecurepaint SSL YPRuninst, exe

Stopping Securepoint YPM Service

Securepaoint S5L YPN

Figure 32: Installation

When you visualize the windows logo verification window click on Continue
Anyway.

Hardware Installation

The software pou are inztalling for this hardware:

TAP-Win32 Adapter W9

has not pazsed Windows Logo testing to werify itz compatibility
with Windows XP. [Tell me why thiz testing iz important. ]

Continuing your installation of this software may impair
or destabilize the correct operation of your system
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for zoftware that has
pazsed Windows Logo testing.

Cantinue Anyway l L STOF Installation ]

Figure 33: Windows Logo Verification

The wizard will notify you of the completion of the installation and prompt
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2.2 Securepoint SSL VPN 20

you to click Finish.

%' Securepoint SSL VPN Setup

Completing the Securepoint SSL
VPN Setup Wizard

Securepoint 551 YPM has been installed on your computer,

Click Finish ko close this wizard,

Wi, securepoint, de

< Back Cancel

Figure 34: Wizard Final Notification

If you wish you may start the app straight away, just click YES.

®. Securepoint SSL VPN Setup

Installation Complete
Setup was completed successFully,

%’ Securepoint 551 VPN Setup

Do you want to start the Securepoint S5L WPN client now?

[ fes ] [ Mo

Securepoint S5L YRR

< Back Canicel

Figure 35: Start Prompt

The Securepoint VPN SSL Client application will start.
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2.2 Securepoint SSL VPN 21

Figure 36: Securepoint VPN SSL Client application start

The procedures of extracting the certificate and running the application are
similar to the ones described for the OpenVPN client. The only difference is that
you don’t need to be a System administrator. Extract the files to a easily access-
able location (e.g. Desktop).

At the Securepoint interface click on Import.

*+*SECUREPOINT

‘ ‘9 Mew ‘ ‘ @ Import

ERIE =~

Figure 37: Securepoint VPN SSL Client application interface
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2.2 Securepoint SSL VPN 22

Click on the browse button (...) of Import existing configuration

t |Import config file

File path:
Fath to the import File [*.crvpk]:

Save as:

(%) as flename

) as: |

Passwiord:

Passwaord: |

fIrmport existing configuration: |

Path to the *.ovpn File:

| [-.]
"3 Import [E> Close

Figure 38: Import Configuration File

Browse to the location where you extracted the files.

Find owvpn file
Loak in: I@ Desktop j - I‘::F Ea-

L'é huser

My Recent
Documents

8!

Desktop

®

iy Documents

bt

=

=
£ i

=2

a

=i

by Metwark, File name: I hd Open I
Places
Files af type: IDpenVPN corfigs [*.ovpn) LI Cancel |
i |

Figure 39: Import Configuration File
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2.2 Securepoint SSL VPN 23

Choose the .ovpn file and click on Import.

¢ Securepoint SSL VPM RC4 - manage

. K Import config file

File path:

Path to the import File [*.crypt]:

D & % Import Configuration |X|

(#) as filena

Password:

Password:

Import existing configuration:

Path to the *.ovpn File:

user/Desktop/user/user.ovpn |D

L]

‘ﬁv Imnpott [t_:> Close

Figure 40: Import Successfully Ended

You will now visualize your connection. Click on Connect.

©' Securepoint SSL. VPN RC4 - manage

+++SECUREPOINT

- user Ready to connect,

@ = "i Impart @ g (f:> Close

Figure 41: Available Connection

Insert your password.
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¢ Securepoint 55L VPN RC4 - manage

«+*SECUREPOINT

Flease insert:

&' User data requested

PECS1Z: (eeeeessese

[] save data

Ok

Cancel

ﬂ Mew

¥

Import

X 4

f.% Close

Figure 42: Available Connection

Your connection will start.

£ Securepoint S5L YPN RC4 - manage

*++*SECUREPOINT

Disconnect

ﬂ [ew

¥

Irnpart

;4

% Close

iPortalMais - 2012

Figure 43: Connection Established
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